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21 Information Security Staffing and Support Resources-Describe in detail your capability to provide the appropriate 
professional information security and privacy staff necessary to adequately maintain the security requirements of the 
information system throughout the timeline of the contract agreement. Include as part of your response a description of 
how you will retain adequate information security staff in order to provide information security and compliance related 
contractual deliverables by the established due dates and timelines. Examples of security deliverable(s) include, Disaster 
Recovery Plan documentation, development and annual testing, NIST based System security plan development and 
documentation, etc. The description of capability must address how you will maintain adequate staffing and resources 
to meet the supplier requirement to submit the system security plan deliverable to the agency for review within ninety 
(90) days of contract award. 

A21 Answer # 21 

Upon contract award, our Security Officer along with all of our Security and Privacy Team members will be engaged to review all 
Agency-specific security needs and requirements. Based on our extensive MMIS experience, HHS Tech Group has existing 
documentation, protocols, and artifacts in place which we will leverage, including our established Disaster Recovery Plan, System 
Security Plan, Standard Operating Procedures, and other guidelines and protocols. These artifacts will serve as the initial templates 
for our final deliverables to the Agency in order to mitigate risk and ensure the on-time delivery and approval of all established 
documentation.  

Revisions will be made to each document as needed to ensure alignment with the Agency’s requirements. All updated security 
deliverables will be sent to the Agency for final review, feedback and any further customizations needed, and approval. Prior to 
submission, extensive internal reviews will be conducted to ensure full adherence to all plans and plan subcomponents by our 
Security and Privacy Team. 

Because we have a number of these security plans and procedures already in place, as well as an established Security and Privacy 
Team, HHS Tech Group will be able to begin compiling our security deliverables from Day One. Furthermore, our in-house 
Recruiting Team is skilled at ensuring that all additional candidates necessary to support information security and privacy protocols 
are fully vetted and meet all position requirements. Therefore, we do not anticipate any issues in securing any additional security 
resources needed for the project in a timely manner. Additionally, we have a number of internal resources available to support any 
unanticipated staff changes while vacancies are being filled. 
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